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The Apache Web Server
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Note:

By now, your server should be using static IP settings.

You should be able to select the appropriate user login to work on and learn from all the
remaining LAS practical exercises.

You should use sudo to execute commands that require administrative privileges.

You should be able to carry out simple firewall configuration via the GUI interface.

You should have the SELinux enforce mode set to Enforcing.

You should know the systemctl command to enable, start, stop and/or restart a system
service.

1. Setting up a basic Apache2 Web Server

On server:

1. Install the Apache Web Server package and start it up.
dnf -y install httpd
systemctl enable httpd
systemctl start httpd

Do a quick check with curl to test if the web server is running.

Type
|curl http://localhost | head -n 15

You will see the first 15 lines of text content of the default web page retrieved from the
http://localhost server. By that, you can tell if your server is running or not.

Operational Status

[root@server ~]# curl http://localhost | head -n 15 rep(nted.by'curL
% Total % Received % Xferd Average Speed Time Time Time erent/

Dload Upload Total Spent Left Speed
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1 : tp://www.w3.0I’g/TR,/xhtmlll/DTD/xhtm'L11.dtd">
<head>
;‘ <title>Apache HTTP Server Test Page powered by Linux</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<style type="text/css">
body {
background-color: #fff;
color: #000;
The content of the font-size: 0.9em; ‘ ,
font-family: sans-serif,helvetica;
web page. margin: 0;
padding: 0;
}
:link {
color: #@OOOFF;
[root@server ~1# ]

curl - is a simple command line tool for url content retrieval (You may see more of what
curl can do from the recommended reference).

2. Start a web browser (Firefox) and browse http://localhost

You may compare the page content with the output from the curl command issued
previously.
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(Hint: you may right click on the web page and choose View Page Content to see the
html tags.)

Apache HTTP Server Test Pa X | http://localhost/ x + ot
& ¢ @ © | @ localhost @ nme =
& Oracle Linux Home @ Oracle Linux Support & Oracle Linux Blog <@ Unbreakable Linux Net.. @ Linux Technology Center @ Oracle Linux Downloads »

Apache 2 Test Page

powered by the APache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it
means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:
The fact that you are seeing this page indicates that the You may now add content to the directory svar/waw/ntml/. Note
website you just visited is either experiencing problems or is that until you do so, people visiting your website will see this
undergoing routine maintenance. page and not your content. To prevent this page from ever
being used, follow the instructions in the file setc/httpd/cont.d
If you would like to let the administrators of this website know Jwelcome. conf.
that you've seen this page instead of the page you expected,
you should send them e-mail. In general, mail sent to the You are free to use the images below on Apache Linux
name "webmaster" and directed to the website's domain powered HTTP servers. Thanks for using Apache!
should reach the appropriate person.
wered by 2.4
For example, if you experienced problems while visiting APACH

www.example.com, you should send e-mail to
"webmaster@example.com”.

3. Create your own default webpage /var/www/html/index.html.
You may type

curl http://localhost > /tmp/index.html
cp /tmp/index.html /var/www/html/index.html

to clone the default page into the index.html file in the target folder.
You may modify it's original Header title with

This is <your name>’s web site

(Note: Look for the <h1> tag to locate the target position)

GNU tml

border: 2px solid #fff;
padding: 2px;
margin: 2px;

}

a:hover img {
border: 2px solid #3399FF;

¥

=/style>
</head>

<body>
<hl=Apache 2 Test Page<br=<font size="-1"=<strong=powered by the</font> Apache httpd server</strong=</hl=

<div class="content">

<div class="content-middle">

<p=This page is used to test the proper operation of the Apache HTTP server after it has b$
</div=

<hr /=

<div class="content-columns">

<div class="content-column-left">

<h2>If you are a member of the general public:</h2=>
(B Mark Text

lf§ Get Help gt Write Out Where Is M Cut Text Bl Justify ¥ Cur Pos 48! Undo
Exit My Read File Replace M Uncut Text @I To Spell Go To Line 3 Redo (M8 Copy Text

Change the 'Apache 2 Test Page' with 'This is <Your name's> Web Page'

4. With the web browser, browse to http://localhost to view your web page again.
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Apache HTTP Server Test Pa. X | + x

(€)> @ o © | © locathost - n o &

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog < Uphreakahle Linux Net..

@ Linux Technology Center € Oracle Linux Downloads »

This is Kitty's Web Page

powered by the APache httpd se:iver

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it
means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the You may now add content to the directory svar/waw/ntml/. Note
website you just visited is either experiencing problems or is that until you do so, people visiting your website will see this
undergoing routine maintenance. page and not your content. To prevent this page from ever

being used, follow the instructions in the file setc/nttpd/conf.d

If you would like to let the administrators of this website know Jwelcome. conf.

that you've seen this page instead of the page you expected,

you should send them e-mail. In general, mail sent to the You are free to use the images below on Apache Linux
name "webmaster" and directed to the website's domain powered HTTP servers. Thanks for using Apache!
should reach the appropriate person.

wered by 2.4
For example, if you experienced problems while visiting APACHE

www.example.com, you should send e-mail to
"webmaster@example.com".

The system default index file of the apache web server is at /var/www/html/index.html
Previously, there is no index.html stored in the /var/www/html folder.

When such file is not found, the server then use one of the index files in from the
/usr/share/httpd/noindex folder.

[root@server ~]1# 1s fusr/share/httpd/noindex
index.html
[root@server ~]#

The index.html file shown is the initial default page for a newly installed Apache 2 server.

5. Adjust the Firewall to allow remote clients to connect to your Apache Web Server.

(Consult your tutor if you do not know how to do it.)
(Hints: Firewall)

On client:

6. Start a web browser and browse to http://<server ip> and check if you can view the
server's web page.
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[student@client ~]$ cd
[student@client ~1é touch anufile? txt

[stud Apache HTTP Server TestPa. X | +

< [Ca] © £ 192.168.30.88 - % n o &

@ Oracle Linux Home @) Oracle Linux Support @ Oracle Linux Blog <8+ Unbreakable Linux Net.. @ Linux Technology Center (@ Oracle Linux Downloads

This is Kitty's Web Page
powered by the APache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it
means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the You may now add content to the directory svarfw/html/.
website you just visited is either experiencing problems or Note that until you do so, pecple visiting your website will
is undergoing routine maintenance. see this page and not your content. To prevent this page

from ever being used, follow the instructions in the file

If you would like to let the administrators of this website Jete/httpd/cont.d/welcone. conf.

know that you've seen this page instead of the page you
expected, you should send them e-mail. In general, mail

You are free to

use the images below on Apache Linux
Bl cnere ba i 4 o

2. Basic Apache2 Configuration and Monitoring

On server:

7. View the apache main config file /etc/httpd/conf/httpd.conf. Look at the current
settings for :

DocumentRoot
DirectoryIndex

(Please read the associated comments carefully)

# DocumentRoot: The directory out of which you will serve your
# documents. By default, all requests are taken from this directory, but

# symbolic links and aliases may be used to point to other locations.
#

DocumentRoot "/var/www/html"

#

#
# DirectoryIndex: sets the file that Apache will serve if a directory
# is requested.
#
<IfModule dir module=
DirectoryIndex index.html
</IfModule>

Now you should understand why visiting the http://localhost will return the content of
Jvar/www/html/index.html.

8. Create a new directory in the html directory.
mkdir -p /var/www/html/books
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9. Create a new webpage /var/www/html/books/books.html and enter the following data

init.

<html>
This is Book A.
</html>

10. With the web browser, browse to http://localhost/books (or http://<serverlP>/books).
Because the books directory does not contain any of the files specified in Directorylndex,

a listing of the files in the directory is displayed instead.

Index of /books X | +
= C O [ localhost/books/
@ Oracle Linux Home @) Oracle Linux Support @) Oracle Linux Blog <€+ Unbr| Click to open the
Index of /books page.
Name Last modified Size Description

8 Parent Directory .
books.html 2022-09-27 15:05 31

This directory listing display is not considered as a good practice as it allows users to get
a list of the directory content easily. We will show you how to restrict this directory

listing in the later part of this exercise.

11. To view the books.html, click on the link shown in the directory listing:

localhost/books/books.html = | +

&< (© O [ localhost/books/books.html bk

@ Oracle Linux Home @ Oracle Linux Support @3 Oracle Linux Blog <§* Unbreakable Linux Net... >

This is Book A.

12. Monitoring current server status.

Apache2 comes with an optional server-stauts module which can provide a monitor view
of the server status. To enable this optional feature, insert the following near to the end
of your apache server main config file (/etc/httpd/conf/httpd.conf), right before the

'Supplemental Configuration' section.
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<Location /server-status>
SetHandler server-status
Require all granted
</Location>

GNU nano 2.9.8
# EnableMMAP and EnableSendfile: On systems that support it,

# files. This usually improves server performance, but must
# be turned off when serving from networked-mounted

# filesystems or if support for these functions is otherwise
# broken on your system.

# Defaults if commented: EnableMMAP On,
#

#EnableMMAP off

EnableSendfile on

EnableSendfile Off

<Location /server-status>
SetHandler server-status
Require all granted

/etc/httpd/conf/httpd. conf

# memory-mapping or the sendfile syscall may be used to deliver

Modified

</Location>

# Supplemental configuration

E

B8 Get Help B Write Out gl Where Is B Cut Text g Justify g¢® Cur Pos

@4 Exit @i Read File @l Replace Wl Uncut Text #ll To Spell @l Go To Line

L = == — — = =l

The above enables the virtual url of http://localhost/server-status and allows everyone
from anywhere to access and view the current server status.

You need to restart the server using
systemctl restart httpd
to activate the updated configuration.
On Client:

13.

Try to access to the server status page via http://<server ip>/server-status.

First access to server-status page and scroll down a bit to view the number of started
processes , and the current workers (pre-loaded running threads)

Apache Status * +

< c O 8 192.168.30.88/server-status

@ Oracle Linux Home @) Oracle Linux Support @ Oracle Linux Blog “* Unbreakable Linux Net...

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 9 minutes 3 seconds

Server load: 0.24 0.16 0.13

Total accesses: 2 - Total Traffic: 8 kB - Total Duration: 1

CPU Usage: u.03 5.34 cu0 ¢s0 - .0681% CPU load

.00368 requests/sec - 15 B/second - 4096 B/request - .5 ms/request
1 requests currently being processed, 74 idle workers

Async connections
riting|keep-alive|closing
0 0

slotl Connections |Threads

totallaccepting|busylidl
0 [5834|no 0 yes 0
yes
yes

Stopping

=]

w
[=1=1=]=)
=l=E=

0
0
0

=)
5]
I

[~}
w
co
w
[=2]
=]

=]

[=1=)I=]

@ Linux Technolog

Pre-loaded worker running threads are determining by number of server process X

threads per server.
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In the above, there are 3 server processes, and each has 25 workers running. Total of 75
workers, and only one of them is currently 'busy'. The 'busy' one should be the one that
responsible for delivering the page you are viewing.

On Server:

14. Scaling up/down the server performance by changing the number of pre-loaded worker
instances.

Edit the main config file /etc/httpd/conf/httpd.conf. After the DocumentRoot line, add a
few lines to specify the number for StartServers , ThreadsPerChild , ServerLimit and
MaxRequestWorkers.

DocumentRoot "/var/www/html"

StartServers 5
ThreadsPerChild 15
ServerLimit 10

MaxRequestWorkers 150

GNU nano 2.9.8 /etc/httpd/conf/httpd.conf

Note that from this point forward you must specifically allow
particular features to be enabled - so if something's not working as
you might expect, make sure that you have specifically enabled it
below.

HHH R

DocumentRoot: The directory out of which you will serve your
documents. By default, all requests are taken from this directory, but
symbolic links and aliases may be used to point to other locations.

EX# # % #

DocumentRoot "/var/www/html"
StartServers 5
ThreadsPerChild 15
ServerLimit 10
MaxRequestWorkers 150

#
# Relax access to content within /var/www.

B8 Get Help g Write Out QY Where Is ¢ Cut Text g Justify g Cur Pos Undo
R Exit Read File Replace Uncut Text To Spell Go To Line E Redo
Reload the httpd service. (You can also restart the service).

systemctl reload httpd

On Client:

Access to server-status page and view the number of current workers again. Do you see
the difference?
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Apache Status

< C

b4

O & 192.168.30.88/server-status

+

Parent Server Config. Generation: 2
Parent Server MPM Generation: 1
Server uptime: 18 minutes 43 seconds
Server load: 0.12 0.20 0.14
Total accesses: 5 - Total Traffic: 19 kB - Total Duration: 3
CPU Usage: u.02 s.15 cu.4 csl - .14% CPU load
.00445 requests/sec - 17 Bfsecond - 3891 B/request - .6 ms/request
1 requests currently being processed, 74 idle workers

@ Oracle Linux Home @) Oracle Linux Support @} Oracle Linux Blog

<+ Unbreakable Linux Net.. @ Linux Technology Centei

Scorehoard Key:

. Connections |Threads Async connections
Slot PID Stopping| totallaccepting|busylidlewritingkeep-alive|closing
0 |6976/no 0 yes 0 15 |0 0 0
1 |[6977no 0 yes 0 15 |0 0 0
2 |6978no 1 yes 0 15 |0 0 0
3 |7124no 0 yes 0 15 |0 0 0
4 |7125no 0 yes 1 14 |0 0 0
Sum|5 |0 1 1 74 |0 0 0
W

Verify the number of processes and Threads reported are matching with your
configuration.

On Server:

15. Try an alternate way to check for the number of the preloaded worker threads. Use the
ps command (with the aux or -ef option) to check how many httpd servers owned by
user apache have been started up.

7
14158
14159
14302

apache 14303 13601
[rootdserver ~

[root@server ~]# ps -ef |

1
13601
13601
13601
13601
13601

grep

ooooooaa

19:
19:
19:
19:
19:
19:
19:
19:

httpd

36
36
36
36
36
36
39

S md g A s )

pts/o

:00:
:00:
:00:
:00:
:00:
:00:
: 00
:00:

0o
00
00
o2}
0o
00

100

Jusr/sbin/httpd -DFOREGR

Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND
Jusr/sbin/httpd -DFOREGROUND

Take note that the first two listed httpd processes are the parent processes. They are
not the part of the worker processes. Process 14157 to 14303 are the worker processes.
There are total 5 of them. However, this list is not able to tell the actual number of

workers running threads.

Optional Challenges:

(Hints: <Location /server-status> container.)

Cannot use firewall configuration as the solution.

Do the necessary configuration to control the access to the server-status page:
Only the browser runs in the server can access to the page.
The browser runs in the client will not be allowed to access to the page.

AY2223
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16. More on server monitoring methods.
View the Apache log files. These files provide the primary sources for intrusion

detections.
tail /var/log/httpd/access log
tail /var/log/httpd/error log

Optional Challenges:

Based on the content of /var/log/httpd/error_log, you may see two* annoying messages:
- [lbmethod_heartbeat:notice] ......... AH02282: No slotmem from mod_heartmonitor.
- [mpm_event:warn] .......... AH00514: MaxRequestWorkers of 400 is not an integer ......

* The first one is a notice message, the second one is a warning message.
Try to resolve / suppress these two annoying messages (please spend no more than 15

minutes on this).
17. Install the httpd-manual package

dnf -y install httpd-manual

18. Using a web browser, browse to file:///usr/share/httpd/manual/index.html [at
server]or browse to http://<Server IP>/manual [at client]. (Remember to run "systemctl
reload httpd" or "systemctl restart httpd").

/ Apache HTTP Server Ver: X | + £
&« [ (@ file:/ffusr/share/httpd/manual/index.html .es fd mw o & =
@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog <~ Unbreakable Linux Net.. @ Linux Technology Center »

Modules | Directives | FAQ | Glossary | Sitemap

¢ APACHE

]  /'HTTP SERVER PROJECT

Apache > HTTP Server > Documentation

Apache HTTP Server Version 2.4

‘Apache HTTP Server Version 2.4 Documentation

Available Languages: da | de | en | es fr ja ko ptbr | tr zh-cn

Google Search

Release Notes

New features with Apache 2.3/2.4
New features with Apache 2.1/2.2
New features with Apache 2.0
Upgrading to 2.4 from 2.2
Apache License

Reference Manual

Compiling_and Installing

Users' Guide

Getting_Started
Binding to Addresses and Ports

Configuration Files
Configuration Sections

Content Caching

Content Negotiation

Dynamic Shared Objects (DSO)
Environment Variables

How-To [ Tutorials

Authentication and Authorization
Access Control

CGl: Dynamic Content

htaccess files

Server Side Includes (SSI)

Per-user Web Directories (public_html)
Reverse proxy setup guide

HTTP/2 guide

AY2223
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/ Apache HTTP Server Vers X | + X

D C B © £ 192.168.30.88/manual/ o @M m @ &

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog <+ Unbreakable Linux Net.. @ Linux Technology Center ~ »»

A pAC H E Modules | Directives | EAQ | Glossary | Sitemap
4] . HTTP SERVER PROJECT Apache HTTP Server Version 2.4

Apache > HTTP Server > Documentation

‘Apache HTTP Server Version 2.4 Documentation ‘

Available Languages: da | de | en | es fr ja | ko ptbr | tr | zh-cn

Google Search

Release Notes Users' Guide How-To [ Tutorials
New features with Apache 2.3/2.4 Getting_Started Authentication and Authorization
New features with Apache 2.1/2.2 Binding to Addresses and Ports Access Control
New features with Apache 2.0 Configuration Files CGl: Dynamic Content
Upgrading to 2.4 from 2.2 Configuration Sections .htaccess files
Apache License Content Caching Server Side Includes (SSI)
Content Negotiation Per-user Web Directories (public_html)
AL Dynamic Shared Objects (DSQ) Reverse proxy setup guide
Compiling and Installing Environment Variables HTTP/2 guide
Starting Log Files -
Stopping_or Restarting Mapping URLS to the Filesystem Platform Specific Notes
Run-time Configuration Directives Performance Tuning Microsoft Windows
Mool . oons i - Doclbo: | soc

3. Containers: <directory> statement, Indexes

On server:

Currently, when you browse to http://localhost/books, a directory listing is displayed. It is
not recommended to display such directory listings to web users. You will now configure
your web server to disable directory listings by turning off the Indexes option.

1. Edit /etc/httpd/conf/httpd.conf. Append the following container to the end of the file.
<Directory /var/www/html/books>
Options -Indexes
</Directory>
Or
Create a new file , /etc/httpd/conf.d/books.conf. Use the following lines into this new conf file.
<Directory /var/www/html/books>
Options -Indexes
</Directory>

Note:

Using a separate configuration file to manage individual directory configuration is
recommended as this approach is easier for future updates. All the *.conf files defined
in /etc/httpd/conf.d folder will be process at the server's starting time.

2. Reload the httpd service.

3. Browse to http://localhost/books (on server) or http://<server ip>/books (on client) again.
You will see a “Forbidden” message.
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403 Forbidden x |+
> ¢ o © & 192.168.30.88/books/ o

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog 8 Unbreakable Linux Net.. @) Linux Tech

Forbidden

You don't have permission to access this resource.

4. Verify you can still access to the books.html page by using the full url :
http://localhost/books/books.html

192.168.30.88/books/books % | +
&« ¢ © | & 192.168.30.88/books/books.html wee w |
& Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog <* Unbreakable Linux Met.. @ Linux Techn

This is Book A.

4. Basic Access Control

The above -Indexes configuration only prevents the directory listing operation, but it
does not define any access control settings. Here we will try to define some access
control measures at the directory level.

On server:

1. Edit /etc/httpd/conf/httpd.conf (or your /etc/httpd/conf.d/books.conf). Add the
following lines in bold to the <Directory /var/www/html/books> section that you have
defined earlier.
<Directory /var/www/html/books>

Options -Indexes

Require all denied

Require ip your client ip
</Directory>
for example, if your client IP is 192.168.30.129:

File Edit View Search Terminal Help

GNU nano 2.9.8

Directory /var/www/html/books=>
Options -Indexes
Require all denied
Require ip 192.168.30.129
/Directory=>

2. Reload the httpd service.
3. Browse to http://localhost/books/books.html. You will see a Forbidden error message.

4. Browse to http://<server ip>/books/books.html. You will again see a Forbidden error
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message.
403 Forbidden x |+
< C @ © | & 192.168.30.88/books/books.html e g

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog 8 Unbreakable Linux Net.. @ Linux Technolegy Cen

Forbidden

You don't have permission to access this resource.

On client:

5. Browse to http://<server_ip>/books/books.html. You should be successful.

192.168.30.88/books/books X | +
< c @ © | & 192.168.30.88/books/books.html %

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog <8 Unbreakable Linux Net.. & Linux

This is Book A.

(Note: ensure the current ip address of your client matches the Require ip configuration.)

On server:
6. Edit /etc/httpd/conf/httpd.conf. Update the Require ip line to the <Directory> section
that you added earlier.
<Directory /var/www/html/books>
Options -Indexes
Require all denied
Require ip your server ip your client ip
</Directory>

For example:

File Edit View Search Terminal Help

GNU nano 2.9.8 books.conf

Directory /var/www/html/books>

Options -Indexes

Require all denied

Require ip 192.168.30.88 192.168.30.129
/Directory=>

7. Reload the httpd service.
Browse to
http://<your server ip>/books/books.html

And
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http://localhost/books/books.html

Do you find something very strange?

Require local

Note: In order to allow the server to access to its own web content with
http://localhost, you may add a 'Require local' configuration line. For example:

Require ip 192.168.30.88 192.168.30.129

Recommend Ref: https://httpd.apache.org/docs/current/howto/access.html

To learn how to define ranges of ip address in the Require option.

5. Securing Apache using SSL

In our previous exercises, we will see the 'connection is not secured' warning icon at the

browser:

Md

192.168.30.88/books/book x =+
“— c @@ Q 2 192.168.30.88/books/books.html
=* Centos @& Wiki @& Documentation & Forums

[This is Book A.

It is because we were using http protocol which is not secured.

Let's tighten the security by offering https protocol from our web server.

On server:

1. Verify if we have already installed the require package, mod_ssl. Type

dnf info mod ssl

[root@server conf.d]# dnf info mod ssl
Last meta iration check: 2:33:51 ago on Tue 27 Sep 2022 02:49:34 PM +08.

Name :

Epoch 0 1 <  Implies the package is not yet installed.

Version 1 2.4.37

Release 1 47.0.2.module+el8.6.0+20724+119b489d.2

Architecture : x86 64

Size 1 138 k

Source : httpd-2.4.37-47.0.2.module+el8.6.0+20724+119b489d.2.src.rpm

Repository : 0l8 appstream

Summary : SSL/TLS module for the Apache HTTP Server

URL : https://httpd.apache.org/

License : ASL 2.0

Description : The mod ssl module provides strong cryptography for the Apache Web
: server via the Secure Sockets Layer (SSL) and Transport Layer
: Security (TLS) protocols.

[root@server conf.d]# l

2. Install the SSL module for Apache (if needed.)
dnf install mod ssl -y
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3.

The SSL module for Apache will generate a default ssl.conf file in the /etc/httpd/conf.d
folder. In this ssl.conf configuration file, it will refer to the following two folders for the
required Private key and Certificate for the https deployment.

For Private key: /etc/pki/tls/private/
For Certificate:  /etc/pki/tls/certs/

However, there is no usable private key nor certificate created at this initial state.

Checking what is inside these two folders:

[root@server conf.d]# ls fetc/pki/tls/private
[root@server conf.d]#

[root@server conf.d]#

[root@server conf.d]# ls /fetc/pki/stls/certs

[root@server conf.dl#
[root@server conf.d]#
[root@server conf.d]# [

The private directory is empty.

The certs directory stores two standard crt files. These files contain the default Trusted
Root Certificate Authorities Certificates. We cannot use any of them to host our own
https web site.

Generation of your own key pair (consists of a private key and a public key) and place
the public key in a certificate to meet the https hosting requirement.

First examine the content of the /etc/httpd/conf.d/ssl.conf file.

= root@server:/etc/httpd/conf.d

File Edit View Search Terminal Help
GNU nano 2.9.8 ssl.conf

can configure both in parallel (to also allow the use of DSA
ciphers, etc.)
Some ECC cipher suites (http://www.lietf.org/rfc/rfc4492.txt)
require an ECC certificate which can also be configured in
parallel.

SLCertificateFile /etc/pki/tls/certs/localhost.crt

EEEEED

Server Private Key:

If the key is not combined with the certificate, use this
directive to point at the key file. Keep in mind that if
you've both a RSA and a DSA private key you can configure
both in parallel (to also allow the use of DSA ciphers, etc.)
# ECC keys, when in use, can also be configured in parallel
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

TRETIETY 5

Server Certificate Chain
Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the

FE

{ Cut Text
M Uncut Text

Where Is
B Replace

B Write Out
Bi Fead File

e Get Help
B Exit

M Justify e Cur F
Ml To Spell M Go To

You need to generate the required localhost.key (The Private key) and localhost.crt (Self-
signed ssl certificate which contains the public key) files using the openssl utility:

As root, type in the following in one command line:

openssl req -newkey rsa:2048 -nodes -keyout \
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/etc/pki/tls/private/localhost.key -x509 -days 365 -out \
/etc/pki/tls/certs/localhost.crt

(Note: The above should be a single command line, we can use the back slash escape
character '\' to enter the long single line command in multiple lines.)

You will also be prompted to provide some required information to define the SSL
certificate. Below is screen shot running the openssl command. You can refer to the
highlight input to reply to the prompted questions.

[root@server conf.d]# openssl reg -newkey rsa:2048 -nodes -keyout \
> fetc/pki/tls/private/localhost.key -x509 -days 365 -out \

> Jetc/pki/tls/certs/localhost.crt

Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:5G

State or Province Name (full name) []:Singapore

Locality Name (eg, city) [Default City]:Dover

Organization Name (eg, company) [Default Company Ltd]:DISM

Organizational Unit Name (eg, section) []:LAS

Common Name (eg, your name or your server's hostname) []:server.example.com
Email Address []:las@example.com

[root@server conf.d]# ]

Just ensure that you have entered "server.example.com" when it is prompted for the
Common Name. (The second last one.)

6. You may now examine the content of the two files generated by the above command.

cat /etc/pki/tls/certs/localhost.crt

[root@server conf.d]# cat /etc/pki/tls/certs/localhost.crt

————— BEGIN CERTIFICATE-----
MIID+TCCAuGgAWIBAgIUL7nJQPs2fyk/r7HSIOkejE6I0/UwDQYIKoZIhvcNAQEL
BQAwgYsxCzAJBgNVBAYTALNHMRIWEAYDVQQIDALTaW5nYXBvcmUxD jAMBgNVBACM
BURvdmVyMQBwCwYDVQQKDARESVNNMQwwCgYDVQQLDANMQVMxGZzAZBgNVBAMMENNT
cnZlci5leGFtcGx1LmNvbTEEMBWGCSQGSIb3DQEJARYPbGFzQGVAYW1wbGUUY29t
MB4AXDTIyMDkyNzA5MzMzN1oXDTIzMDkyNzAS5MzMzNlowgYsxCzAJBgNVBAYTALNH
MRIWEAYDVQQIDALTaW5nYXBvcmUxDjAMBgNVBACMBURvAmMVyMQOwCwYDVQQKDARE
SVNNMQwwCgYDVQQLDANMQVMXGZAZBgNVBAMMENNLcnZlci5leGFtcGxlLmNVbTEe
MBWGCSqGSIb3DQEJARYPbGFzQGV4YW1wbGUuY29tMIIBI jANBgkqhkiGOwOBAQEF
AAOCAQBAMIIBCgKCAQEAV8PBWqZCagGTGhz/dZfZeyc8ME/H1x11A7 f7adetFoDc
IWh43BxGefg7I0ZIT+KxOPLaN8PM2r50c11FLCSv6cl1]j0SbM022+ZNX3eopxa+e
Gb+a0TPc2PMhyztilGmSfIGImNLMOCVCZQSYhKNiShDOpIs7L1j56W1iSQNTEHAX
DtpNYBIHWZIpAKYUKipqfcYCjpfNI+Nzen54xc4iYmloTmNawFbw6kVWGmTQg6cQ
kF2Y1805aT89n3YBp3kedH1pIY3r9LDAB3U5gcg3rxUcHesPAnJYYayGConoRF4n
s1l++y9jac2LtMRj07vsQrhSv4h8rigl+Vh96FsDu+wIDAQABo1MwUTAdBgGNVHQ4E
FgQUbDIbb3ROOIj2171+YrBz/n10+7YwHwWYDVRO]BBgwFOoAUbDIbb3ROGIj2171+
YrBz/n10+7YwDwYDVROTAQH/BAUWAWEB/zANBgkghkiGOwOBAQsFAAOCAQEAFi6W
URpZfz4dksneb9JaFUNsVL1ZykZdgjYFCwjaED/+XJEnLbCWtyQk40drxkCj9s130
NCg9DII18cVHNMPbSrS+n5Fd6IGsXEiop/poirbs8uHX6nld+jS7DvN/ cY+tOUGr
jVUuXWRRQlj rINZ3XYEqQDCJeqDpd+keQRIL+bS60pXvXA1YMWMOX0JOLR3clmUa7
P/SCrClEGHL2VIRdrUR+LcQktonflBhWOL5bakcTV7a+Eze3HsPMSeDyXGsBVacM
AskB/A4yvE7aULX/odd/8TjFK8mT9gGhylAqSEr98uu0l+3UQ9ZVoj3ow+42bI7A
3VCkCMHEIUxoV1XAkg==

————— END CERTIFICATE-----

[root@server conf.d]# ]

(The above is the certificate which contains the public key (in PEM format), no need to keep secret.)
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cat /etc/pki/tls/private/localhost.key

[root@server ~]# cat /fetc/pki/tls/private/localhost.key
BEGIN PRIVATE KEY
pAS BKnggSlAgEAAoIBAQChCnlSuequtMT

DD+
Pa2is4M
857030/0 (rdﬁe (Y

: '- wﬁ@\%ﬁ

(This file contains the private key (in PEM format) which is part of the key pair.)
For security reasons, you should never show your private key to the others.
Reference - What is PEM format ?

7. Now we are all set. Reload/Restart your httpd. Browse to 'https://localhost’. You will see
a warning as the certificate is only a test certificate and is not signed by an Authorised

Certificate Authority.
A Warning: Potential Securt X | + x
<« c £ hitps://localhost e % mw o e =
@ Oracle Linux Home & Oracle Linux Support ) Oracle Linux Blog <* Unbreakable Linux Net.. & Linux Technology Center »

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you visit this site, attackers could try to
steal information like your passwords, emails, or credit card details.

Learn more

Go Back (Recommended) ‘ Advanced...

8. The certificate we are using is self-signed, and not signed by an Authorised Certificate
Authority, thus, the browser issues the warning.

To accept the risk (if you are sure) and proceed, you may click on the advanced button
to reveal more option. Click on the 'Accept the risk and continue' button, then you can
load in the default localhost index page.
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A Warning: Potential Securi X +
(> ¢ @ o

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog <& Unbreakable Linux Net.. @ Linux Technology Center (@ Oracle Linux Downloads @ Oracle Linux Training

#. https://localhost

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you visit this site, attackers could try to
steal information like your passwords, emails, or credit card details.

Lesson 2 The Apache Web Server

Learn more...

that is not valid for localhost.

View Certificate

Websites prove their identity via certificates. Firefox does not trust this site because it uses a certificate

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Go Back (Recommended}

Go Back (Recommended) Advanced...

Accept the Risk and Continue

Apache HTTP Server Test Pz X | +
& C @

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog 48~ Unbreakable Linux Nef

ttps://localhost

working properly.

@ Linux Technology Center @ Oracle Linux Downloads @ Oracle Linux Training @ Oracle Linux Forum

This is Kitty's Web Page

powered by e AP@che hittpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that the Apache HTTP server installed at this site is

R n o ¢

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is
either experiencing preblems or is undergoing routine maintenance.

If you would like to let the administrators of this website know that you've seen this
page instead of the page you expected, you should send them e-mail. In general, mail
sent to the name "webmaster" and directed to the website's domain should reach the
appropriate person.

For example, if you experienced problems while visiting www.example.com, you should
send e-mail to "webmaster@example.com”.

If you are the website administrator:

You may now add content to the directory /var/mm/ntm1/. Note that until you do so,
people visiting your website will see this page and not your content. To prevent this
page from ever being used, follow the instructions in the file sete/httpa/cont 4
Fwelcome . conf,

You are free to use the images below on Apache Linux powered HTTP servers. Thanks
for using Apache!

wered by

2.4
APACHE

9.

While in the Firefox web browser, you can view the details of the encryption being used

by the web server for this https connection. Click on the padlock in the address bar and
select More Information (see following diagram)

&£ https://localhost

Site Information for localhost

. Connection not secure

93 Permissions

test the

You have not granted this site any special permissions.

If v
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10. Go for view more information and select Security Tab and click on the View Certificate
button to get some more details of this certificate.

AY2223

Apache HTTP Server Test Pac X = +

« = C t:)s:f/Localhost

@ Oracle Linux Home @) Oraclel ¢ Connection security for localhost

Linux Technology 4

£a You are not securely connected to this site.

You have added a security exception for this site.

Remove Exception

This page is used to tes A/ seen installed. If
Apache HTTP server in{_ More Information )

If you are a member of the general public: If you are the websij
The fact that you are seeing this page indicates that the website You may now add contell
you just visited is either experiencing problems or is undergoing until you do so, people \
routine maintenance. not your content. To pre)

the instructions in the fil
If you would like to let the administrators of this website know that

you've seen this page instead of the page you expected, you should You are free to use the ij
send them e-mail. In general, mail sent to the name "webmaster" HTTP servers. Thanks fo
and directed to the website's domain should reach the appropriate

k.

Page Info — https://localhost/ x

B B B

General Media Permissions |

Website Identity
Website: localhost

Owner: This website does not supply ownership information.
Verified by: DISM View Certificate

Expires on:  September 27, 2023

Privacy & History

Have | visited this website prior to today? No

Is this website stering information on my Mo | Clear Cookies and Site Data
computer?

Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_256_GCM_SHA384, 256 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling
between computers. It is therefore unlikely that anyone read this page as it traveled
across the network.

Help
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¢ o ) Firefox  about:certificate? cert=MIID%2BTCCAuGgAwIBAgIUCI8lUOSPYpvdyZujHt1mYn

E Linux Home @ Oracle Linux Support @ Oracle Linux Blog €~ Unbreakable Linux Net.. @& Linux Technology Center

Certificate

server.example.com

Lesson 2 The Apache Web Server

Subject Name
Country
State/Province
Locality
Organization
Organizational Unit
Common Name
Email Address

Issuer Name
Country
State/Province
Locality
Organization
Organizational Unit
Common Name
Email Address

56

Singapore

Dover

DISM

LAS
server.example.com

las@example.com

5G

Singapore

Dover

DISM

LAS
server.example.com

las@example.com

Note: This self-signed cert is issued to 'server.example.com’, thus, your firefox will give you
warning when you are accessing the site via the host name, 'localhost'. Do you recall you
have set your server to have the name 'server.example.com' in the previous step? you may
try to access https://server.example.com, it will still have the warning, as the certificate is
issued by server.example.com (and your browser is not configured to trust certificates
issued by it. Adding exception only allow you to browse the page but the warning remains.

6. Set up Name Based Virtual Host

On server:

1. To get multiple hostnames to resolve to your IP, add the following 3 lines to /etc/hosts

your_server_ip server.example.com

AY2223

your_server_ip www.flowers.com flowers
your_server_ip www.fruits.com  fruits
For example:

GNU nano 2.9.8 /etc/hosts Modified
localhost localhost.localdomain localhost4 localhost4.localdomaind
! localhost localhost.localdomain localhost6 localhost6.localdomain6é
192.168.30.88 server.example.com

192.168.30.88 www.Tlowers.com flowers

192.168.30.88 www.fruits.com fruits

127.0.0.1

(Note: The /etc/hosts file allows the system to keep static Fully Qualified Domain Name (FQDN)

and host Names. It provides a simple way to simulate of hosting a domain in a localhost
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environment.)

2. Test your settings by pinging the 3 FQDNs:

[root@server ~]# ping -c 1 -n server.example.com
PING server.example.com (192.168.30.88) 56(84) bytes of data.
64 bytes from 192.168.30.88: icmp seq=1 ttl=64 time=0.057 ms

- server.example.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.057/0.057/0.057/0.000 ms
[root@server ~]# ping -¢ 1 -n www.flowers.com
PING www.flowers.com (192.168.30.88) 56(84) bytes of data.
64 bytes from 192.168.30.88: icmp seq=1 ttl=64 time=0.048 ms

- www.flowers.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.048/0.048/0.048/0.000 ms
[root@server ~]# ping -c 1 -n www.fruits.com
PING www.Truits.com (192.168.30.88) 56(84) bytes of data.
64 bytes from 192.168.30.88: icmp seq=1 ttl=64 time=0.060 ms

- www.fruits.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.060/0.060/0.060/0.000 ms
[root@server ~1#

(As shown at the above, all the 3 different FQDNs are all resolved with the same IP
address. You may try to ping the 2 host names too: flowers and fruits. )

3. Asroot, create a directory /var/www/flowers.

4. Create a file “index.html” in the flowers directory with the following minimum content:

<html>

<H1>Flowers</H1>

<a href='http://www.fruits.com'>Go to Fruits</a>
</html>

5. Create a directory /var/www/fruits.

6. Create afile “index.html” in the fruits directory with the following minimum content :

<html>

<H1>Fruits</H1>

<a href='http://www.flowers.com'>Go to Flowers</a>
</html>

Go to the directory /etc/httpd/conf.d.

Create a new file flowers.conf and enter the following (or you can also append these
lines to the end of /etc/httpd/conf/httpd.conf) :

<VirtualHost your server ip:80>
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ServerName www.flowers.com
DocumentRoot /var/www/flowers
ErrorLog /var/log/httpd/flowers-error log
CustomLog /var/log/httpd/flowers-access log
combined
</VirtualHost>

9. Create a new file fruits.conf and enter the following (or you can also append these lines
to the end of /etc/httpd/conf/httpd.conf) :
<VirtualHost your server ip:80>
ServerName www.fruits.com
DocumentRoot /var/www/fruits
ErrorLog /var/log/httpd/fruits-error log
CustomLog /var/log/httpd/fruits-access log combined

</VirtualHost>

10. Restart or reload the Apache server.
11. Browse to http://www.flowers.com and http://www.fruits.com.
You may need to clear the cache from your fire-fox browser if you only see your original

default page.

© Activities € Firefox Sep 28 15:07

flowers.com/ x +

= e (E O & www flowers.com

@ Oracle Linux Home @) Oracle Linux Support @) Oracle Linux Blog

FIOWBI'S fruits.com/ X+

Go to Fruits « 5 C QO & 'www.fruits.com

@ Oracle Linux Home @) Oracle Linux Support @ Oracle Linux Blog

Fruits

Go to Flowers

ORACLE

Linux

12. View the relevant log files to verify the logging operations is working fine*.

tail /var/log/httpd/flowers-access log
tail /var/log/httpd/fruits-access log
tail /var/log/httpd/flowers-error log
tail /var/log/httpd/fruits-error log
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*Simple Trick to validate the error_log configuration:-

Login as root, create two new text files : /var/www/flowers/forAdminOnly.html and
/var/www/fruits/forAdminOnly.html with the following content:

<htmlI>

<H1>Protected page</H1>

This page can only be viewed by the root.

</html>

Ensure these two files can only be viewed by the root user:

#chmod 0600 /var/www/flowers/forAdminOnly.html

#chmod 0600 /var/www/fruits/forAdminOnly.html

Use Firefox to browse to http://www.flowers.com/forAdminOnly.html will trigger the
error log. Same effect applies to http://www.fruits.com/forAdminOnly.html.

7. Configure the access control to enable co-authoring of web content

It is a common practice that a team of web designers will take care the web content of a
web site. We will explore one of the possible group-based file accessing scheme to
support such common operations.

1. Work on the follow tasks to configure the assess right of the web content of the sites.

Task :

Allow the members of the ppm group (peter, paul and mary) to be able to create, read,
modify and delete the web pages belonging to www.fruits.com. Any ppm member can
modify pages that were created by another ppm member.

Hint :
a. Change the group owner of /var/www/fruits directory (and its contents) to ppm.
(you can user chgrp command with the -R (recursive) option)

b. Change the file permissions of /var/www/fruits directory (and its contents) so that
the group ppm can read and write.

(you can user chmod command with the -R (recursive) option)

c. Set the SetGID bit on /var/www/fruits directory. (you can use “chmod g+s
Jvar/www/fruits”) - no need to use -R option this time.

To verify you have completed all of the above, you may type :
ls -1 /var/www

[root@server ~]# chgrp -R ppm /var/www/fruits
[root@server ~]# chmod -R g=rwx /var/www/fruits
[root@server ~]# chmod g+s /var/www/fruits/
[root@server ~]1# lso=L Jvar/www

total ©
drwxr-xr-x.
drwxr-xr-x.

root root 6 Aug 5 20:00 cgi-bin
root root 49 Sep 28 16:42 flowers
drw>xgEr - x . root ppm 24 Sep 28 16:58 SN
drwxr-xr-x. root root 37 Sep 27 15:04 html '
[root@server ~]1# |}

2
2
2
3
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to check.
(Take note that, you may use groups command to check whether peter and mary are in the
ppm groups.

To test, login as peter (or use 'su - peter' ) and update a web page in /var/www/fruits
directory. Login as another ppm member and test that this user can modify the same web

page.

Demo to your tutor that you have accomplished this task.

For example:
First Peter create a new file, share.html, and put in some content. For example:

fruits.com/share.html x |+ E
&« a o © | & vwww.fruits.com/share.htmil | - w N o & 7
@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog «* Unbreakable Linux Net.. @ Linux Technelogy Center P

Share content

The following is generated by loremipsum.io

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna|
aliqua. Aenean sed adipiscing diam donec adipiscing. Metus vulputate eu scelerisque felis imperdiet proin fermentun|
leo vel. Nulla porttitor massa id neque. Egestas sed tempus urna et pharetra pharetra. Enim tortor at auctor urna
nunc id. Proin fermentum leo vel orci porta non pulvinar neque. Leo vel orci porta non pulvinar neque laoreet.
Tempor id eu nisl nunc mi ipsum faucibus vitae aliquet. Donec adipiscing tristique risus nec feugiat. Nisl nisi
scelerisque eu ultrices vitae auctor eu augue.

Last edited by Peter.

Later, login as mary (or su - mary) to edit the same file and appended her name:

fruits.com/share. html x |+ X
& C o © £ www.fruits.com/share.html G | = o N o e =
@ Oracle Linux Home @ Oracle Linux Support @) Oracle Linux Blog 4~ Unbreakable Linux Net.. @ Linux Technology Center »

Share content

The following is generated by loremipsum.io

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna
aliqua. Aenean sed adipiscing diam donec adipiscing. Metus vulputate eu scelerisque felis imperdiet proin fermentum
leo vel. Nulla porttitor massa id neque. Egestas sed tempus urna et pharetra pharetra. Enim tortor at auctor urna
nunc id. Proin fermentum leo vel orci porta non pulvinar neque. Leo vel orci porta non pulvinar neque laoreet.
Tempor id eu nisl nunc mi ipsum faucibus vitae aliquet. Donec adipiscing tristique risus nec feugiat. Nisl nisi
scelerisque eu ultrices vitae auctor eu augue.

Last edited by Peter.

Very last edited by Mary.
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Have you figured out why the above can work ?
If not sure. Try this:

Clear the SetGID bit on /var/www/fruits directory. (you can use “chmod g-s
/var/www/fruits”)

Then let mary 'create’ a new file, mary.html, in the /var/www/fruits directory. Verify that
peter cannot update the mary.html.

You may consult your tutor for the explanations.

8. User Authentication (web site access control for browsing)

Apache provide its own user management system which is independent from the Linux user
management system. The apache user accounts can be used for apache basic authentication.
We can use htpasswd command to create and maintain apache user accounts. The account
information is encrypted (or based on hashes) and stored at a specific file assigned by the
apache administrator. There are different encryption methods available:

bcrypt - considered to be the most secure.

md5 - the default mode. (since ver 2.2.18)

crypt - was the default before ver 2.2.18 . It is considered insecure nowadays.

sha - even older than crypt. Insecure by today's standard.

(ref: man htpasswd(1))
On server:

1. Use the htpasswd command to create 2 Apache users and store their info in
/etc/httpd/conf/flowers-users. Set their passwords to be identical to their user id. (make
it easier to remember.)

htpasswd -c -B /etc/httpd/conf/flowers-users bob

N

The —c option is used to create the file.
The -B option is used to select bcrypt hashing.

htpasswd -m /etc/httpd/conf/flowers-users alice

/

The -m is to select MD5 hashing. Omit the -m will have the
same effect. The -c option is not used because you are now
adding the second user to the flowers-users file.

You may examine the content of the flowers-users file.
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[root@server ~]# htpasswd -c -B /etc/httpd/conf/flowers-users bob
New password:

Re-type new password:

Adding password for user bob

[root@server ~]# htpasswd -m /Jetc/httpd/conf/flowers-users alice
New password:

Re-type new password:

Adding password for user alice

[root@server ~]# cat /etc/httpd/conf/flowers-u

bob: $2y$BS$9ErVAgIhjO7B,/cEAJITL] . jpg3LYS. RBFliﬁn 82nds.1Z49j2rqgK
alice:%aprl¢MYiorPr6%.0S6E9]/u8XbTtoY8dcF]j/

[root@server ~1# ]

Note: bob and alice are not related to any Linux user accounts in the server.

The password for bob is longer than the one for alice, as their hashing schemes are
different.

2. Create the file /var/www/flowers/.htaccess and add the following lines

AuthType basic
AuthName "Flowers Website"
AuthUserFile /etc/httpd/conf/flowers-users

Require user bob

3. Edit the file /etc/httpd/conf.d/flowers.conf and add the following container to the end of
the file:

<Directory /var/www/flowers>
AllowOverride AuthConfig
</Directory>

GNU nano 2.9.8

<VirtualHost 192.168.30.88:80=
| ServerName www.Tlowers.com
DocumentRoot /var/www/Tlowers
ErrorLog /var/log/httpd/flowers-error_log
CustomLog /var/log/httpd/flowers-access log combined
</VirtualHost>
<Directory /var/www/flowers:=
AllowOverride AuthConfig
</Directory=

4. Restart or reload Apache server and browse www.flowers.com. Try logging in as both
Apache users alice and bob. Alice should not be able to access www.flowers.com, but
bob is able to access http://www.flowers.com. (you may use new private window in
firefox to switch between the web users)
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= 403 Forbidden ® -

« - X Q  www.flowers.com
»

@ Oracle Linux Home @) Oracle Linux Support @) Oracle Linux Blog

@ www.flowers.com

This site is asking you to sign in.

Username

Password

5. Edit the file /var/www/flowers/.htaccess and add the user "alice" to the Require user list.

AuthType basic
AuthName "Flowers Website"
AuthUserFile /etc/httpd/conf/flowers-users

Require user bob alice

6. You do not need to restart the Apache Server for the changes to take effect because you
made the change in the .htaccess file. Close the Web Browser or clear the browser cache

and visit www.flowers.com again. You can login as user alice now.

7. View the log files for www.flowers.com to see what sort of information is captured
(/var/log/httpd/flowers-access_log and /var/log/httpd/flowers-error log)

[root@server conf.d]# tail /var/log/httpd/flowers-error log
[Thu Sep 23 17:27:23.850307 2021] [ [pid 3278:tid 140072474691328] [client

192.168.30.88:40116] AHO1617: user bob: entication failure for "/": Password Mismatch
[Thu Sep 23 17:28:50.416362 2021] m [pid 3280:tid 140072372401920] [client
192.168.30.88:40126] AHO1631: user a H tion failure for "/":

[root@server conf.d]# ]

The above are some entries found in the flowers-error.log.
One is the auth_basic:error caused by a password Mismatch error. The other is simply

authz-core:error.
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[root@server conf.d]# tail /var/log/httpd/flowers-access log

192.168.30.88 - - [23/Sep/2021:17:25:14 +0800] "GET / HTTP/l.1" 401 381 "-" "Mozilla/5.0 (X
11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - F [23/5ep/2021:17:27:23 +0800] "GET / HTTP/l.1" 401 381 "-" "Mozilla/5.0@
{X11; Linux xB6 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - [23/Sep/2021:17:27:27 +0800] "GET / HTTP/1.1" 304 - "-" "Mozilla/5.8 (X
11; Linux x86 64; :78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - [23/Sep/2021:17:27:27 +0800] "GET /favicon.ico HTTP/1.1" 404 196 "-" "M

ozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - - [23/Sep/2021:17:28:44 +0800] "GET / HTTP/1l.1" 401 381 "-" "Mozilla/5.0 (X

11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - -[ZB/SEp/2021:17:28:50 +0800] "GET / HTTP/1.1" 401 381 "-" "Mozilla/s.

® (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - - [23/Sep/2021:17:28:53 +0800] "GET /favicon.ico HTTP/1.1" 401 381 "-" "Moz

illa/5.® (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - - [23/Sep/2021:17:30:00 +0800] "GET / HTTP/1.1" 401 381 "-" "Mozilla/5.0 (X

11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - - [23/Sep/2021:17:30:05 +0800] "GET / HTTP/1.1" 200 81 "-" "Mozilla/5.0|
(X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0"

192.168.30.88 - - [23/5ep/2021:17:30:05 +0800] "GET /favicon.ico HTTP/1.1" 404 196 "-*

"Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0"

[root@server conf.dl# |

The above are some entries found in the flowers-access_log for cross reference check.
We see bob can access to the www.flowers.com/index.html first then alice can do so at
the later time.

9. Reset Virtual Hosts settings

Disable the Virtual Hosts in case they may interfere with other future practical exercises.
On server:

1. Rename the VirtualHost conf file for www.fruits.com from fruits.conf to
fruits.conf.disabled

Or
Edit the fruits.conf file, to insert a '#' in every line.

2. Rename the VirtualHost conf file for www.flowers.com from flowers.conf to
flowers.conf.disabled

Or
Edit the flowers.conf file, to insert a '#' in every line.

[root@server ~]# cd /etc/httpd

[root@server httpd]# cd conf.d

[root@server conf.d]# 1s

autoindex.conf manual.conf ssl.conf welcome. conf
books.conf README userdir.conf

[root@server conf.d]# mv flowers.conf flowers.conf.disabled

[root@server conf.d]# mv fruits.conf fruits.conf.disabled

[root@server conf.d]# 1s

autoindex.conf manual.conf ssl.conf welcome.conf
books.conf _ README userdir.conf

[root@server conf.d]# JJ

3. Restart or reload the httpd service. Verify your www.fruits.com and www.flowers.com
are no longer showing you the corresponding pages. (Note: Need to reload / refresh the
page to verify.)
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Apache HTTP Server TestPa X | + e x
(&) c @ © & www.flowers.com| - [ N o & =
® Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog < Unbreakable Linux Net.. (@ Linux Technology Center »

This is Kitty's Web Page
powered by the APpache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can

read this page it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory svar/wm

the website you just visited is either experiencing sntnl/. Note that until you do so, people visiting your

problems or is undergoing routine maintenance. website will see this page and not your content. To
prevent this page from ever being used, follow the

If you would like to let the administrators of this instructions in the file etc/httpd/conf.d/welcome . cant.

website know that you've seen this page instead of

the page you expected, you should send them You are free to use the images below on Apache

e-mail. In general, mail sent to the name Linux powered HTTP servers. Thanks for using

"webmaster” and directed to the website's domain Apache!

should reach the appropriate person.
wered by 2.4
=APACHE

For example, if you experienced problems while
visiting www.example.com, you should send e-mail

Instead, it will show you the default page of the web server. But why ? Can you give an
explanation to your tutor ?

10. Squid Proxy Server

Proxy servers can be used to filter and log web surfing traffic for security and/or access
control purposes.
Squid is a proxy cache server software available on the Linux platform.
A proxy server can be setup in an office network and let all other client machines in the
same network to use it for web surfing connections. In this setup, all the incoming and
outgoing web traffic can be filtered and/or logged at one single point.
In this exercise, we will setup our server VM to be a proxy server, and the client VM can use
it to surf the web.

(recommended ref: http://www.squid-cache.org/)

A Proxy Server in Action

(~source: https://gph.cf2.quoracdn.net/main-qgimg-6efca5a4fb96d835b041adf868345e68-
pila)
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On server:

1.
If the server cannot access to the
other clients !
2. |Install the squid package.
dnf -y install squid
3. Edit /etc/squid/squid.conf.

Test that you can browse the Internet (eg google.com or yahoo.com)

Internet, it will not be able to act as proxy server for

Create an Access Control List (acl) for your own subnet. Look for the lines starting with

“acl” and add the line in bold.
acl LAS_net src 192.168.30

\

You can give any name to your acl.

For your reference:

GNU nano 2.9.8

Replace this with your own subnet. Eg. If your IP
<4— 5172.16.10.88 and netmask is 255.255.0.0, then
your subnet is 172.16.0.0/16

.0/24

acl SSL ports port 443

acl Safe_ports port 860 # http
acl Safe_ports port 21 # ftp

acl Safe_ports port 443 # https
acl Safe_ports port 70 # gopher
acl Safe_ports port 210 # wals
acl Safe_ports port 1025-65535 # unregis
acl Safe ports port 280 # http-mg

Get Help
xit

Y Write out gl Where Is
fii Read File Bl Replace

squid/squid.conf

acl localnet src 100.64.0.0/10 # RFC 6598 shared address space (CGN)

acl localnet src 169.254.0.0/16 # RFC 3927 link-local (directly plugged) machines
acl localnet src 172.16.0.0/12 # RFC 1918 local private network (LAN)

acl localnet src 192.168.0.0/16 # RFC 1918 local private network (LAN)

acl localnet src fce®::/7 # RFC 4193 local private network range

acl localnet src feB80::/10 # RFC 4291 link-local (directly plugged) machines
acl LAS net src 192.168.30.0/24 # This is my local private network (LAN) for LAS

tered ports

mt
B Cut Text Undo
il Uncut Text

Redo

gl Justify

o8 Cur Pos
Ml To Spell B Go To Line

Create the http_access for LAS n
# INSERT YOUR OWN RULE(
http_access allow LAS_net

'local_net' to access to the proxy.

For your reference:

et. Look for the following line and add the line in bold.

S) ...
) This means Squid will allow all http access from

the source 192.168.30.0/24

Look for the following line and insert an '#' to the line to disallow the default pre-defined

2.9.8

GNU nano

we
one who can access services on
http access deny to localhost

D

ETEY

INSERT YOUR OWN RULE(S)

T

Jihttp_access allow LAS net

Adapt
from where browsing should be allowed
#http access allow localnet
fhttp_access allow localhost

other access

fl Where Is
B Replace

And finally deny all
http_access deny all

M€ Get Help MY Write Out
B Exit i Read File

lications running on the proxy server who think the only
"localhos

HERE TO ALLOW ACCESS FROM YOUR CLIENTS

ple rule allowing access from your 1
localnet in the ACL sectflon to lis

to this

Jetc/squid/squid.conf

t" is a local user

ocal networks
t your (internal) IP networks

proxy

By Cut Text
Ml Uncut Text

Undo
Redo

Justify
To Spell

~]
~T]

g8 Cur Pos
Ml Go To Line
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Why do we want to disable the local_net ?
The default settings of local_net covers many private LAN ip addresses ranges.
le.

acl localnet src 0.0.0.1-0.255.255.255
acl localnet src 10.0.0.0/8

# RFC 1122 "this" network (LAN)
# RFC 1918 local private network (LAN)
acl localnet src 100.64.0.0/10 # RFC 6598 shared address space (CGN)
acl localnet src 169.254.0.0/16 # RFC 3927 link-local (directly plugged) machines
acl localnet src 172.16.0.0/12 # RFC 1918 local private network (LAN)
acl localnet src 192.168.0.0/16 # RFC 1918 local private network (LAN)
acl localnet src fce0::/7 # RFC 4193 local private network range
acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines

Disable the local_net is to ensure a tighten control of the access.

7. In the config file, set the parameter visible_hostname to define your hostname. (Add a

new line at the end of the file if the parameter visible_hostname is not defined yet)

visible hostname server.example.com o Setthisvalueto yourhostname.
The value you configured here will be displayed in the error message.

By default, visible_hostname will take the auto-detected hostname value. (Sometimes,
the service provider may not want to reveal its real hostname.)

Note: you can check for your server's hostname by the
hostnamectl

or

hostname

or

uname -n

commands

8. Save the squid config file and start the squid service. (You should know how to enable
and start a service by now, right?)

9. By default, Squid runs on tcp Port 3128. Adjust the Firewall on the server to allow
remote clients to access your Squid service.

You may use the following command to open the port 3128 (runtime only).
firewall-cmd --add-port=3128/tcp

10. Check /var/log/messages if there are any info/error messages related to the squid
service.

tail /var/log/messages

[root@server ~]# tall /var/log/messages

Sep 28 17:50:15 server systemd[1]: Started Hostname Service.

Sep 28 17:50:20 server systemd[1l]: fprintd.service: Succeeded.

Sep 28 17:50:45 server systemd[1]: systemd-hostnamed.service: Succeeded.

Sep 28 17:53:23 server org.gnome.Shell.desktop[2634]: Window manager warning: last user time (114
11316) is greater than comparison timestamp (11411260). This most likely represents a buggy clie|
nt sending inaccurate timestamps in messages such as NET ACTIVE WINDOW. Trying to work around..

Sep 28 17:53:23 server org.gnome.Shell.desktop[2034]: Window manager warning: W3 appears to be on
e of the offending windows with a timestamp of 11411316. Working around...

Sep 28 17:53:23 server kernel: perf: interrupt took too long (3485 > 3243), lowering kernel.perf_|
event max_sample rate to 57000

Sep 28 17:55:29 server systemd[1]: SlGhEmoNSHCNCECHNGNERoM
Sep 28 17:55:29 server squid[8696]: SE t st |
Sep 28 17:55:29 server squid[8696]:
Sep 28 17:55:29 server systemd[1]:
[root@server ~1# I
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11. You may use the netstat command to check if squid is listening on tcp port 3128:
netstat -tunap | grep 3128

[root@server ~]# netstat -tunap | grep 3128
tcpb 0 0 :: :- HE LISTEN 8698/ (squid-1)

[root@server ~]#

On client:

12. Login as student. Configure the Firefox browser to use your proxy that runs on the server.
Click on the browser menu icon. Scroll down and click on the Settings menu to bring up
the preferences tab.

# Oracle Linux x | + x
« => C O file:///usr/share/doc/HTML/en-US/index.html b o =
@ Oracle Linux Home @ Oracle Linux Support @) Oracle Linux Blog 4+ Unbreakable Linux Net.. @ Linux Technology Center & Oracli Sync and save data Sign In
New tab Ctrl+T
New window Curl+N
ORACLE®
LI N x@ 8 New private window Ctrl+Shift+P
Bookmarks >
History >
Oracle Linux 8
Downloads Ctri+Shift+Y
Oracle Linux a‘ls the next qenel"atlcn enlerprlse operating system that provi ...
stable foundation for your hybrid cloud environment.
Add-ons and themes Ctrl+Shift+A
Highlights:
« Rich set of new versions of applications that include databases, web servers, developer tools and infrastructul  Print.. Ctrl+P
delivering many new features and usability improvements,
« Support for modern hardware platforms and devices based on an upstream 4.x kemel Save page as.. Clrlss
« Standard set of tools to curate content and build lightweight installable images o
« Standard management interface to configure basic services (network, storage, and compute) with the help of{ [N N Page.. Crl+F
based on Ansible technology. .
 Faster dependency resolution and a standard plug-in API for package management using YUM based on DNI Zoom ® lox @ B
« Simplification of the structure of the content set by consolidating packages into two main repositories — BaseC
Application Stream.
Oragle Linux 8 can be confidently deployed as a guest on supported hypervisors and public cloud environments. Itz = ric 5
deployed on physical infrastructure, so your applications can take advantage of cutting-edge features of the underlyir
Help >

13. Look for the Network Settings section (or you can use the search feature). Enter to the
Settings panel.

4 Oracle Linux X | 3 Settings X |+ x

&~ (&} @ Firefox about:preferences#searchResults fid ®

@ Oracle Linux Home @@ Oracle Linux Support @ Oracle Linux Blog 4 Unbreakable Linux Net.. @ Linux Technelogy Center @ Oracle Linux Downloads @ Oracle Linux Training

@3 s

€63 General Search Results
L —
(@ Home Network Setti
etwork Settings per—
Q Search Configure how Firefox connects to the internet. Learn more Settings...

(5 Privacy & Security

Q Sync

€y Extensions & Themes

@ Firefox Support
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At the popup Connection Settings panel, select Manual proxy configuration. Enter your
server IP and Port 3128 (Squid’s default port) values. Set 'Also use this proxy for HTTPS
protocols. Click OK. Click Close.

Connection Settings

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network

se system proxy settings

Also use this proxy for HTTPS

HTTPS Proxy  192.168.3

SOCKS Host ‘

) SOCKS v © SOCKS v5

Help

(The above is assuming the ip address of the server is 192.168.30.88)

14. First visit a few 'unique' http web pages™* (at your client VM) then view the Squid access
log (at your server VM) to see details of the web page you have accessed.

tail /var/log/squid/access.log

[root@server ~]# tail /var/log/squid/access.log

1664422331.405 806 192.168.30.130 “/200 29057 GET http://www.testingmcafeesites.com/ - HIER DIRECT/10
0.21.215.181 text/html

1664422331.615 197 192.168.39.130_404 1580 GET http://www.testingmcafeesites.com/favicon.ico - HIER]
| DIRECT/100.21.215.181 text/html

1664422331.682 417 192.168.30.130 TCP TUNNEL/200 39 CONNECT pagead2.googlesyndication.com:443 - HIER DIRECT/
142.250.80.98 -

1664422336.543 199 192.168.30.130-’200 971 GET http://www.testingmcafeesites.com/testcat au.html - HI
IER DIRECT/100.21.215.181 text/html

1664422346.439 197 192.168.30.130 [N 200 944 GET http://www.testingmcafeesites.com/testcat_bu.html - H
IER_DIRECT/100.21.215.181 text/html

1664422434 .726 562 192.168.30.130 —/000 0 GET http://www.testingmcafeesites.com/testcat_bu
.html - HIER NONE/- -

1664422440.755 980 192.168.30.130 NN 200 940 GET http://www.testingmcafeesites.com/testcat hl.html - HI

IER DIRECT/18.236.36.28 text/html

1664422445 .062 220 192.168.30.130 _/200 966 GET http://www.testingmcafeesites.com/testcat gv.html - H|
IER DIRECT/18.236.36.28 text/html

1664422447 .503 216 192.168.30.130 [EREREERESHIUNNODIRNED 304 345 GET http://www.testingmcafeesites.com/testc
at gv.html - HIER DIRECT/18.236.36.28 -

1664422449.348 216 192.168.30.130 _304 345 GET http://www.testingmcafeesites.com/testc
at gv.html - HIER DIRECT/18.236.36.28 -

[root@server ~]# [

This is to prove that your squid proxy is really working.

The log info tells you the ip address of the client , and you will see a few TCP_MISS
entries, as these entries have not cached yet.

*Note:

You may refer to the following web page to use the http links listed there.

Url for http testing: http://www.testingmcafeesites.com/

15. At the client, open new tab at the firefox browser, and revisit some of the web pages.
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Check on the squid access log again (at the server), you may find some log entries show
the TCP_MEM_HIT FLAG. These flags imply the squid server is successful provide the
web pages content from the cache.

[root@server conf.d]# tail /var/log/squid/access.log

1664423211.351 4 192.168.30.130 TCP_MISS/403 534 GET http://192.168.30.88/books/book.html - HIER_DIRECT/19
2.168.30.88 text/html

1664423226.802 13 192.168.30.130 TCP_MISS/200 3964 GET http://192.168.30.88/ - HIER DIRECT/192.168.30.88 te
xt/html

1664423226.862 4 192.168.30.130 TCP_MISS/200 4639 GET http://192.168.30.88/icons/apache pb2.gif - HIER DIR]
ECT/192.168.30.88 image/gif

1664423237.048 2 192.168.30.130 TCP_MISS/403 534 GET http://192.168.30.88/books/books.html - HIER DIRECT/1

92.168.30.88 text/html
1664423360.009 172542 192.168.30.130 TCP_TUNNEL/200 1821 CONNECT www.google.com:443 - HIER DIRECT/142.251.40.19

6 =

1664423440.136 12 192.168.30.130 TCP_MISS/200 447 GET http://192.168.30.88/books/books.html - HIER DIRECT/1
92.168.30.88 text/html

1664423444 .324 1 192.168.30.130 TCP_REFRESH_UNMODIFIED/304 304 GET http://192.168.30.88/books/books.html -

HIER DIRECT/192.168.30.88 -
1664423667.117 628 192.168.30.130 TCP_MISS/200 892 POST http://ocsp.digicert.com/ - HIER DIRECT/93.184.220.2
9 application/ocsp-response

1664423669.972 0 192.168.30.130 TCP_MEM HIT/200 980 GET http://www.testingmcafeesites.com/testcat au.html
- HIER_NONE/- text/html
1664423674.785 0 192.168.30.130 TCP_MEM HIT/200 29065 GET http://www.testingmcafeesites.com/index.html - Hf

IER_NONE/- text/html
[root@server conf.dl# [

16. Now you may try to visit some https web pages (e.g. https://www.google.com). When
you check on the squid access log, you can tell the squid proxy is working but there is no
more TCP_MISS nor TCP_MEM_HIT cases for https connections. They are all reported as
TCP_TUNNEL connections. All https traffic is encrypted, and they pass thru the squid
proxy, thus, there is no MISS nor HIT cases.

[root@server ~]# tail /var/log/squid/access.log

1664424902.943 1389 192.168.30.130 qzoo 7079 CONNECT ap.lijit.com:443 - HIER DIRECT/216.52.2.39 -
1664424903.100 456 192.168.30.130 TCP_MISS/200 892 POST http://ocsp.digicert.com/ - HIER DIRECT/93.184.220.2
9 application/ocsp-response

1664424903.170 1617 192.168.30.130_ 6372 CONNECT cm.g.doubleclick.net:443 - HIER DIRECT/142.250)
.64.98 -

1664424903.454 1062 192.168.30.130 —\IEL/ZOO 10181 CONNECT s0.2mdn.net:443 - HIER DIRECT/142.250.65.198

1664424903.539 1046 192.168.30.130 -L/200 6050 CONNECT googleads4.g.doubleclick.net:443 - HIER_DIRECT]
/142.250.65.226 -

1664424903.603 652 192.168.30.130 qzoe 979 CONNECT ap.lijit.com:443 - HIER DIRECT/216.52.2.39 -
1664424905.761 761 192.168.30.130 TCP_MISS 0 854 POST http://ocsp.pki.goog/gtslc3 - HIER DIRECT/142.250.65
.163 application/ocsp-response

1664424905.763 767 192.168.30.130 TCP_MISS/200 854 POST http://ocsp.pki.goog/gtslc3 - HIER_DIRECT/142.250.65
.163 application/ocsp-response

1664424906.286 1971 192.168.30.130 —/ZGQ 6725 CONNECT fonts.googleapis.com:443 - HIER DIRECT/142.250
.80.10 -

1664424907 .579 1257 192.168.30.130 T_QGG) 22363 CONNECT fonts.gstatic.com:443 - HIER DIRECT/142.250.6
4.99 -

[root@server ~1# [

On server:

17. Edit /etc/squid/squid.conf:
Create a couple of acl for websites/domain you are going to block.

You may add these additional acls right after your LAS_net acl.
Look for the following line and add the lines in bold.

acl LAS net src 192.168.30.0/24
acl bad_sites dstdomain .yahoo.com
acl bad_sites dstdomain  .org

For your reference:
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/squid.conf Modified
acl localnet src 169.254.0.0/16 # RFC 3927 link-local (directly plugged) machines
acl localnet src 172.16.0.0/12 # RFC 1918 local private network (LAN)
acl localnet src 192.168.0.0/16 # RFC 1918 local private network (LAN)
acl localnet src fc00::/7 # RFC 4193 local private network range
acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines
acl LAS net src 192.168.30.0/24
acl bad sites dstdomain .yahoo.com
acl bad_sites  dstdomain .org

acl SSL ports port 443
80

acl Safe ports port # http

acl Safe_ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl Safe ports port 210 # wails

acl Safe_ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

@€ Get Help gy Write Out gl Where Is By Cut Text g8 Justify §® Cur Pos Undo
@d Exit fil Read File @\ Replace AY Uncut Text [l To Spell Bl Go To Line Redo

| Note: we can add more domains to associated with the 'bad_sites' acl name if needed.

18. Create the http_access rule for bad_sites. Look for the following line and add the line in
bold.

http_access allow LAS net
http_access deny bad_sites

For your reference:

[#
# INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
#

http access allow LAS net
http_access deny bad_sites

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

# http access allow localnet

http_access allow localhost

# And finally deny all othEr access to this proxy
http access deny all

# Squid normally listens to port 3128

B Get Help A Write Out fl Where Is g Cut Text g Justify g® Cur Pos Undo
R Exit @il Read File @l Replace AY Uncut Text @il To Spell gl Go To Line Redo

19. Restart the squid service.
20. Check /var/log/messages if there are any error messages.

For your reference:

[root@server ~]# systemctl restart squid

[root@server ~1# tail /var/log/messages

Sep 29 14:20:52 server org.gnome.Shell.desktop[2269]: libinput error: eventl - AT Translated Set 2 keyboard: c
lient bug: event processing lagging behind by 15ms, your system is too slow

Sep 29 14:21:00 server systemd[1]: fprintd.service:

Sep 29 14:28:12 server systemd[1]:

Sep 29 14:28:43 server squid[4209]: Squid Parent: squid-1 process 4212 exited with status 0
Sep 29 14:28:43 server systemd[1]: squid.service: Succeeded.

Sep 29 14:28:43 server systemd[1]:

Sep 29 14:28:43 server systemd[1]: :

Sep 29 14:28:43 server squid[5743]:75qUL arent: will start 1 kids

Sep 29 14:28:43 server squid[5743]: Squid Parent: (squid-1) process 5746 started

Sep 29 14:28:43 server systemd[1]

[rooteserver ~1# I
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On client:

21. Test if you can still browse https://www.yahoo.com or http://www.acm.org. You are
still able to access these sites. This is because the allow rule for LAS_net will allow all
http access from your subnet, even those going to destination domain that is marked in
the bad_sites.

22. Edit /etc/squid/squid.conf. (at the server)

23. Change the order of your two http_access rules so that the deny rule comes before the
access rule.

http_access deny bad_sites
http_access allow LAS net
24. Restart the squid service.
25. Check /var/log/messages if there are any error messages.

26. Test if you can still browse the two blacklisted domains. You should not be able to access
to .yahoo.com nor .org domains.

For your reference:

@ Problem loading pat x
www acm.org @ =

© Oracle Linux Home_@ Oracle Linux Support @ Linux Blog i Unbreakable Linux Net.. @ Linux Technology Center 3>

@ Problem loading page
. : . “ ittps:/ www. yahoo.com o =]
The proxy server is rEfusmg connections © Oracle Linux Home @ Oracle DifmeSupport_@Bracle Linux Blog 4+ Unbreakable Linux Net.. @ Linux Technology Center

Firefox is confiqured to use a proxy server that is refusing cannections.

» Check the proxy settings to make sure that they are correct

« Contact your network administrator to make sure the proxy server is working. The proxy server is refus‘lng connections

Try Again Firefox is configured to use a proxy server that is refusing connections.

G Google + Check the proxy settings to make sure that they are correct

« Contact your network administrator to make sure the proxy server is working.

. = 8 hitps: . google.com

© Oracle Linux Home @ Orat Support @ Oraglé Linux Blog 8 Unbreakable Linux Net_. @ Lini

About  Store Gmai  Imaget

Google

Google Search I'm Feeling Lucky

Google offered in: SRFF) Bahasa Melayu 5:kp

27. View the Squid access log to see details of the web request that have been blocked. (Hint:
Look for the key word TCP_DENIED)

[root@server squid]# cat access.log | grep DENIED

1664433299.532 0 192.168.30.130 TCP_DENIED/403 4007 CONNECT :443 - HIER NONE/- text/html
1664433349.303 0 192.168.30.130 TCP_DENIED/403 4025 CONNECT sg.ne ;443 - HIER_NONE/- text/html
1664433360.418 0 192.168.30.130 TCP_DENIED/403 4013 CONNECT www. c443 - HIER NONE/- text/html
1664433377.668 0 192.168.30.130 TCP_DENIED/403 4007 CONNECT www.—443 - HIER_NONE/- text/html
[root@server squid]# ﬂ

(The above is for your reference. )
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On Client:

28. Reset your Firefox web browser to use the original proxy settings (Set back to “use
system proxy settings” or “no proxy”) and press the OK button.

@ Problem loading page £} Settings x4 X

< = C @ Firefox  about:preferences#searchResults w =

© Oracle Linux Home @) Oracle Linux Support @ Oracle Linux Blog +f* Unbreakable Linux Net.. @ Linux Technelogy Center »

Connection Settings

‘ConfiguréRroxy Access to the Internet

©END proxy ’

() Auto-detect proxy settings for this network

() Use system proxy settings

() Manual proxy configuration

HTTP Proxy 192.168

Also use this proxy for HTTPS

29. Test if you can now browse the .yahoo.com and .org domains. (You may need to restart
Firefox.)

On Server:

30. You may disable your squid service now. Type:

systemctl disable squid

systemctl stop squid

The following topics are optional - They will not be tested in the ST2412 MST
/ EST.

These optional topics may be considered useful to those are interested in web development.

It will also be related to your final assignment, therefore, you are highly recommended to try
on it during the mid semester vacation break.

11. Web Server Gateway Interface (WSGI)

"WSGI is a standard described on PEP* 3333 and basically, provides a standard interface
between web applications written in Python and Webservers. That means, WSGI gives
portability to your Python Web Application across many different Web Servers, without any
additional configurations on your NGINX, Apache, etc ..."

(Ref: https://stackoverflow.com/questions/1813394/why-should-i-use-wsgi)
* Python Enhancement Proposal

Native web servers such as Apache are designed to handle many requests concurrently.
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Python based web applications/frameworks are not made to process thousands of requests
and determine how to best route them from the server. With WSGI to link up the web server
and the Python applications, they can handle thousands of requests concurrently and route

them from the web server through the best possible means.

You will install wsgi module on your apache server and a testing python based dynamic web

page.

On server:
1. Install the python3 and the essential utilities.
dnf install python3 python3-pip -y

2. Check which version of python you are using.
python3 --version

3. Confirm the location of Python3 and set it as the default python for the system.

which python3
which python

[root@server ~]# which python3

root@server ~]# which python
/usr/bin/which: g (/usr/local/sbin:/sbin:/bin: /usr/sbin:/usr/bin:/root/bin)
[root@server ~]#

As shown in the above, there is no python being installed in the system.

We can use the interactive alternatives command to associate 'python' with the

installed python3 via a symbolic linkage.

alternatives --config python

[root@server alternatives]# alternatives --config python

There are 2 programs which provide 'python'.

Selection Command
¥+ 1 /usr/libexec/no-python
2 /usr/bin/python3

Enter to keep the current selection[+], or type selection number: |2
[root@server alternatives]# which python

/bin/python

[root@server alternatives]# I

As shown, the alternatives package provides 2 options to associate with 'python'. We

can choose the 2™ option.

You can verify your settings with
python --version
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python3 --version

[root@server alternatives]# python3 --version

aserver alternatives]# python --version

[root@server alternatives]# I

4. Install the Apache WSGI module:
dnf -y install python3-mod wsgi

5. Finally, restart your Apache service and check if wsgi_module is load.

Use the following to list out all the loaded Apache modules
httpd -M | grep “wsgi module

[root@server squid]# systemctl restart httpd
[root@server squid]# httpd -M | grep wsgi module
proxy uwsgi_module (shared)

wsgi module (shared)

[root@server squid]#

12. Deploying a python-based dynamic web page to the Apache2 server
In real applications, Python developers may use powerful frameworks (DJango,
Flask, ...)to implement the application servers. In this exercise, we use a simple
python script to demonstrate the working concept of WSGI.

On server:

1. Create a new folder to store the WSGI web content

mkdir -p /var/www/las wsgi

2. Create the file /var/www/las_wsgi/test_wsgi.py with the following content:

from datetime import datetime

def application(environ, start response):

status = '200 OK'

partl = ""!

<html>

<body>
<div style="width: 100%; font-size: 40px;
font-weight: bold; text-align: center;">

LAS WSGI Test Page
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</div>
<div style="font-size:24px; text-align:center;">
LI |
partz= '"!
</div>
</body>
</html>
now = datetime.now ()
dt string = now.strftime ("%d/%m/%Y $H:%M:%S")
html text = f"{partl}{dt string}{part2}"

html=html text.encode ("utf-8")

response header = [ ('Content-type', "text/html") ]
start response (status, response header)

return [html]

(Note: The above is a python3 source code, so you need to ensure the indentations are
all correctly aligned.)

3. Create the file /etc/httpd/conf.d/las_wsgi.conf with the following content:

WSGIScriptAlias /test_wsgi /var/www/las_wsgi/test_wsgi.py
<Directory /var/www/las_wsgi >

AuthType basic

AuthName "WSGI DEMO"

AuthUserFile /etc/httpd/conf/flowers-users
Require all denied

Require user bob alice

</Directory>

4. Restart your Apache server to let the new configuration take effect.
Browse to:
http://<Your Server|P>/test_wsgi
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« > X Q  192.168.30.88/test_wsgi © =

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog 4+ Unbreakable Linux Net... @ Linux Technology Center @ Oracle Linux Downloads @ Oracle Linux Training

© 192.168.30.88

This site is asking you to sign in.

Username

[0 < Login as bob

Password

[

e« > C O R 192.168.30.88/test_wsgi %

@ Oracle Linux Home @ Oracle Linux Support @ Oracle Linux Blog @ Unbreakable Linux Net.. @ Linux Technology Center @ Oracle Linux Downloads @ Oracle Linux Training

LAS WSGI Test Page

29/09/2022 17:12:56

This web page contains dynamic content of the current date time. Try to reload the page
and you will see the effect.

& = @ O & 192.168.30.88/test_wsgi &
@ Oracle Lini ome @ Oracle Linux Support @ Oracle Linux Blog 4+ Unbreakable Linux Net.. @ Linux Technology Center @ Oracle Linux Downloads @ Oracle Linux Training

LAS WSGI Test Page

29/09/2022 17:14:23

(Note: wsgi also works with https, you can try it. )

13. Load Tests for a web site/web page

Load test for a web site is a must before deploying the web site to the production system.
From the result of the load tests, you may discover hidden bugs or performance issues in
various parts of the system.

There are many tools available to perform load testing on web servers. We will be using
Apache JMeter. Apache JMeter requires the Java Run-time Environment (JRE) which may not
be installed to our system yet.

You will normally run load tests to verify the performance and reliability of your Web Server
under simulated loading. As the Apache HTTPD web server is running on your client, we will
install and run Apache JMeter to load test on your server
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On client:

1. Install java openjdk to your system:
dnf install java-17-openjdk-devel -y
To verify the installation:
java --version

[root@client ~]# java --version

openjdk 17.0.2 2022-01-18 LTS

IOpenJDK Runtime Environment [22W8Y (build 17.0.2+8-LTS)

OpenJDK 64-Bit Server VM 20E98(build 17.0.2+8-LTS, mixed mode, sharing)
[root@client ~1# |}

2. Download the Apache JMeter binaries from jmeter.apache.org.

You may download and save the tgz (tar gzip) file and the corresponding sha512 hash
checksum file.

« (] QO 8 nhttps://jmeter.apache.org/download_jmeter.cg

© Oracle Linux Home © Oracle Linux Support @ Oracle Linux Blog 4 Unbreakable LinGx Net.. @ Linux Technology Center @ Oracle Linux Downloads @ Oracle Linux Traini
APACHE
APACHE JMeter” 4|

Download Apache JMeter g

We recommend you use a mirror to download our release builds, but you must yerify the integrity of th|
downloaded files using signatures downloaded from our main distribution directories. Recent releases (-
hours) may not yet be available from all the mirrors.

About
 Overview
» License

Ls_Download Releases

* RelefSE Notes —
You are currently using https://dicdn.apache.org/. If you encounter a problem with this mirref, pleasq
another mirrar. If all mirrors are failing, there are backup mirrors (at the end of the mirrors fist) that sho
Documentation available.
« Get Started
« User Manual Other mirrors: | htps://dicdn.apache.org! | [ Change
« Best Practices
« Component Reference The KEYS link links to the code signing keys used to sign the product. ThePGP link downloads the
« Functions R ce compatible signature from our main site. The SHA-512 link downloads-the sha512 checksynrfrom the
« Properties Reference site. Please verify the integrity of the downloaded file.
« Change History
« Javadocs For more information concerning Apache |Meter, see the Apathe [Meter site.
o+ [Meter Wiki
« FAQ (Wiki) KEYS
Tutorials Apache JMeter 5.5 (Requires

= Distributed Testing
o Recording Tests

* JUnit Sampler

« Access Log Sampler

« Extending JMeter Binaries

flsha512Jpap

apache-jmeter-5.5.1¢

Community 24t
* Issue Tracking apache-jmefer-5.5 zip sha512 pgp

3. Verify the tgz file against the sha512 checksum:

[student@client ~]1%$ cd ~/Downloads/

[student@client Downloads]$ 1s
apache-jmeter-5.5.tgz apache-jmeter-5.5.tgz.sha512
[student@client Downloads]$ I

Change directory to the folder that contains the tgz and sha512 files. (Should be the
Download folder.)
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To compute the sha512 checksum value of the downloaded tgz file, type:

sha512sum <Target file path/name>

[student@client Downloads]$ 1s
apache-jmeter-5.5.tgz apache-jmeter-5.5.tgz.sha512

[student@client Downloads]$ sha512sum apache-jmeter-5.5.tgz
d5ddice?95e9batl8efd3al3ecdal50b4da80c3173a2c7ef0da2ab546ac6862bledd2a2f4e52d971c

/da05d879362c28dcabbf218c5f7570b5¢cc98f7ba73€92a8F apache-jmeter-5.5.1tgz

[student@client Downloads]$ cat apache-jmeter-5.5.tgz.sha512
d5d1ce795e9hatl8efd3al3ecdal50b4da80c3173a2c/ef0da2ab546ac6862bledd2a2f4e52d971c

7da05d879362c28dcabbf218c5f7570b5cc98T7ba73c92af *apache-jmeter-5.5.tgz
[student@client Downloads]$ ||

Verify the output of the sha512sum matches the content of the sha512 file.
In case the values do not match. You need to re-download the tgz file.

| Note: This checksum verification is to protect you from downloading a corrupted file.

4. Extract the files from the JMeter tarball from the tgz file.

tar —-xvzf <The tgz file>

(Note. You may download a newer version than 5.5)

[student@client Downloads]$ 1s
ppache-jmeter-5.5.tgz apache-jmeter-5.5.tgz.sha512

[student@client Downloads]$ tar -xvzf apache-jmeter-5.5.tgz

The tar command shall extract the binary content of the Jmeter to a new subfolder:

apache-jmeter-5.5/docs/api/org/apache/log/package-tree.html

[student@client Downloads]$ 1s
apachesgmet®r-505 apache-jmeter-5.5.tgz apache-jmeter-5.5.tgz.sha512

[student@client Downloads]$ I

In this case, the new folder is apache-jmeter-5.5

5. Change directory to the JMeter bin directory.
cd apache-jmeter-5.5/bin
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[student@client Downloads]$ ls
apache-jmeter-5.5 apache-jmeter-5.5.tgz

[student@client bin]$ 1s
ApachelMeter.jar
BeanShellAssertion.bshrc
BeanShellFunction.bshrc
BeanShellListeners.bshrc
BeanShellSampler.bshrc
create-rmi-keystore.bat
create-rmi-keystore.sh
examples

hc.parameters
heapdump . cmd

heapdump.sh

iiii.conf
jmeter-bat

jmeter-n.cmd
jmeter-n-r.cmd
jmeter.properties
jmeter-server
jmeter-server.bat
jmeter.sh
jmeter-t.cmd
jmeterw.cmd
krb5.conf
log4j2.xml
mirror-server
mirror-server.cmd
mirror-server.sh

reportgenerator.properties

apache-jmeter-5.5.tgz.shab512
[student@client Downloads]$ cd apache-jmeter-5.5/bin

report-template
saveservice.properties
shutdown.cmd
shutdown.sh
stoptest.cmd
stoptest.sh
system.properties
templates
threaddump.cmd
threaddump.sh
upgrade.properties
user.properties
utility.groovy

[student@client binls |

The executable binary file to start Jmeter is the <JMeterFolder>/bin/jmeter.

6. Run JMeter.
./ Jjmeter

r Apache Meter (55)

You may switch to the other color scheme similar to the following by select the
'system' scheme from the Option -> Look and feel menu.

Apache JMeter (5.5)

Fle Edit Search Run Options Tools Help

8 @l X 0Ol+ = “|» r ® 0|49 W &% |5 B
IENETT I ... ...

Name: Test Plan

Comments:

User Defined Variables

)

000000 Ao oo €

(] Run Thread Groups consecutively (Le. one at a time)
™ Run tearDewn Thread Groups after shutdewn of main threads
] Functional Test Mode (Le. save Response: Data and Sampler Dat)
Selecting Functional Test Made may adversely affect performance.
Add directory or jar to classpath | Browse.. || Delste | Clear

Library

Detal || Add | AddfromClipboard = Delete

Down
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7. Define a new test plan.

Apache JMeter (5.5)

File Edit Search Run Options Tools Help
O8 @aedl X Dal+ = [ >»r @ 0|4 d| s

Open Model-Thread Group

Paste Ctrl+V Config Element a Thread Group .

Open... Listener » setUp ThreadGroap

Merge ﬁ tearDown Thread Group User Defined Variables

Save Selection As Pre Processors > Name: Value
Save Node As Image Ctrl+G  Post Pracessors >

Save Screen As Image  Ctrl+Shift+G  Assertions >

Enable Test Fragment >

Disable Non-Test Elements >

Toggle Ctri+T

Help

Detail Add Add from Clipboard Delete Up Down

[] Run Thread Groups consecutively (i.e. one at a time)
+/ Run tearDown Thread Groups after shutdown of main threads
[] Functional Test Mode (i.e. save Response Data and Sampler Data)

Selecting Functional Test Mode may adversely affect performance.

Add directory or jar to classpath =~ Browse... Delete Clear

Library

Right click on Test Plan and select Add, Threads(Users) then click at Thread Group.

8. Change Number of Threads (users) to “10” to mimic 10 users.
You may type in some meaningful comment to describe the purpose of the test.

Apache JMeter (5.5)

Bl+ = % » b ® O |9 W/ e % |

Thread Group
Name: Thread Group

Comments:  LAS load test of the web page runs on Server VM

Action to be taken after a Sampler error
@mtinue () Start Next Thread Loop () Stop Thread () Stop Test () Stop Test Now

Thread Properties

Number of Threads (users): | 10

Ramp-up period (seconds): | 1

eeptount: [ ] Infinite | 1
ser on each iteration

[_] Delay Thread creation until needed
[ Specify Thread lifetime

Duration (se is):

Startup delay (
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9. In the left-hand side column, right-click on Thread Group

and select Add, Sampler, HTTP

Request.
Apache JMeter (5.5)
File Edit Search Run Options Tools Help
D@ @adlX oale = “| > b @ 0|9 dl| e i

I+ & TestPl
e etoan Thread Group

{8} Thread Groun

Add

Sampler

Add Think Times to children HTTP Request

Logic Controller

Start Pre Processors ~ »  DeDUTSampre

Start no pauses Post Processors % JSR223 Sampler i
Validate Assertions » AJP/L.3 Sampler

Cut Ctrl+X Timer » Access Log Sampler

Copy Qi+l Fragment 5 BeanShell Sampler

Paste Crl+V Config Element 3 Bolt Request

Duplicate Cerl+5hift+C Listener > FTP Request

Remove Delete ==z mmmmm=mmon GraphQL HTTP Request
Open (] Specify Thread lifeti | - Request

Merge | I e JMS Point-to-Point

Save Selection As... startup delay (seconds) g pypiisher

JMS Subscriber

Save Node As Image Ctrl+G

JUnit Request

Save Screen As Image Cirl+Shift+G

Java Request

Disable LDAP Extended Request

JDAP Pequect

read () Stop Test () Stop Test Now

10. Fill out the parameters for the HTTP Request:
Comments: Setup a http request sampler to load test the

test_wsgi page.

Under Web Server, enter http for the protocol, your server IP address and the Apache

web service port number (ie. 80).
For Method, select GET.

For Path, if you are testing the default home page of the Apache server, leave it blank.
In our case, you set the Path to test_wsgi to let the JMeter to test run your test_wsgi

page. (Note: Your test_wsgi requires basic authentication

, therefore, you need to follow

the next step to add in a HTTP Authorization manager in this thread group. ).

Aivasi e s e

7

Port Number: | 80

Content encoding;

T o T T 1T vy % W @ . m e T L2
HTTP Request
Name: HTTP Request
Comments:  Setup a http request sampler to load test the test_wsgi page
Basic Advanced
Web Server
Protocol [http]: ~http Server Name or IP: | 192.168.30.88
HTTP Request
GET v | Path: | test_wsg|
O RedirmuumancJ\! Follow Redirects (s Use KeepAlive [ | Use multipartfform-data [_| Browser-compatible headers

Parameters | Body Data) Files Upload

Send Parameters With the Request:

Name: Value | URL Encode? |

Content-Type | Include Equats?l
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11. In the left-hand side column, right-click Thread Group and select Add, Config Element,

HTTP Authorization Manager.

HTTP Request.jmx (/home/student/HTTP Re

File Edit Search Run Options Tools Help

.

Add Think Times to children

A

~ {8 Thread Gro. SIS

Sampler

Logic Controller

TTT T ORI T T

HTTP Cache Manager
HTTP Request Defaults

Bolt Connection Configuration

Counter

DNS Cache Manager

00:00:00 A

4=

~

>
>
Pre Processors >
p)

PReG Start no pauses

Post Processors

Validate

Assertions
Cut Ctrl+X Timer
Copy Ctri+C Java Request Defaults
Past Ctrl i i
aste Tl Config Element Keystore Configuration
Duplicate Ctrl+Shift+& LDAP Extended Request Defaults
Remove Delete ~ LDAP Request Defaults
] Infinite | 1
Open... Login Config Element
| each iteration
Merge Random Variable
creation until needed
Save Selection As... Simple Config Element
d lifetime
Save Node As Image Cul+G TCP Sampler Config
Save Screen As Image Ctrl+Shift+G M

conds)

Enable

) Stop Test Now

12. Fill out the authentication credential to access to the target web page:

You may enter some meaningful comment for the comments field
Click at the Add button to define a new authentication entry.

Set Base URL to http://192.168.30.88/test_wsgi. (Your URL may be different.)

Set Username to 'bob'.
Set Password to 'bob'.

If you want to save the entry to a separate text file, you may click the save button.

HTTP Request.jmx (/home/student/HTTP Request.jmx) - Apache JMeter (5.5)

x

File Edit Search Run Options Tools Help

D8 a@a dl X oal+ = %]

> a TestPlan

P b ® 0|4 Wl e %

HTTP Authorization Manager

~ < Thread Group
Name: H

#* HTTP Request

“& HTTP Authorization Manager Commients:  Defining user credentials for the load test
Sptigns

ar auth on each iteration?

lana

se Thread Group configuration to control clearing

| &= 00:00:00 J

Domain

Add Delete Load Save

Mechanism
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13. At this point, your load test is runnable. You may try to run it by clicking the run menu.
However, there is no test result captured. To capture the test result, to need to add in a
listener element.

In the left-hand side column, right-click Thread Group and select Add, Listener, View
Results Tree.

ctivities HTTP Request.jmx (fhome/student/HTTP Request.jmx) - Apac.. v $€p[Wjisiw Results Tree

Summary Repor

Aggregate Report

T e

HTTP Request.jmx (fhome/studen Backend Listener fleter (5.5)

Aggregate Graph

Assertion Results

> & o |
Comparison Assertion Visualizer
Logic Controller >
Generate Summary Results
Pre Processors > Graph Results
tart no pauses
& HTTP Au Post Processors > 1SR273 Listener
validare Assertions 4 Mailer Visualizer
cut CU+X Timer > Response Time Graph ist () Stop Test Now
Col Ctrl+C
PY TestFragment > Saye Responses to a file
Paste Ctrl+V

Simple Data Writer

Duplicate . ] :
View Results in Table

Remove
[ Infinite | 1 BeanShell Listener

Open...

{er on each iteration

Merge

Iread creation until needed

Save Selection As...

5 DTG T & G ITgaiies L0 fEIR) et CEoes]
.u.JMeterMenuBar: setRunning(false, *local*
WiewResultsFullvisualizer: Add JavaFX to y
WiewResultsFullVisualizer: Add JavaFX to y

Save Node As Image Crl+G

Save Screen As Image Curl+Shift+G

Enable

Disable

Joaale CirlsT

To keep it simple, we do not fill out any specific configuration for this View Results Tree
listener element.

HTTP Request.jmx (fhome/student/HTTP Request.jmx) - Apache JMeter (5.5) x

Eile Edit Search Run Qptions Tools Help
D8 @adl X DAl+s = “[» » @0 |d é|low |

~ a TestPlan

00:00:00 A0 010 €

N

View Results Tree
~ ‘0 Thread Group

¥ HTTP Request Name: View Results Tree
% HTTP Authorization Manager Comments: View the load test result for test,wsgi|
N af View Results Tree Write results to file / Read from file
Filename Browse.. | Log/Display Only: (] Errors [_] Successes | Configure
Search: [[] Case sensitive [_] Regularexp. | Search Reset
Text

Y || sampler result

v
& v DY o8oEwo—epEED 810 W ©06@06 ] 600w MHuDN 0 RN & @ Sineey  comwme

022-09-30 11:22:27,427 INFO 0.a.].v.ViewResultsFullvisualizer: Add JavaFX to your Java installation if y"
022- 09-30 11:22:35,485 INFO 0.a.].v.ViewResultsFullvisualizer: Add JavaFX to your Java installation if y
90 2022-09-30 11:25:00,217 INFO 0.a8.].v.ViewResultsFullvisualizer: Add JavaFX to your Java installaticn if y
191 |

As shown at the above, we only filled out the comment field.

14. All the basic definitions of the test plan has been completed. We can save the test plan
to afile.

At the left-hand column, select Test Plan. From the File menu, select "Save Test Plan as"
and save your test plan as "test_wsgi.jmx" in your preferred directory. In the following
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example, the target path is "/home/student/Downloads/apache-jmeter-5.5/myPlans".

test-wsgi.jmx (/home/student/Downloads/apache-jmeter-5.5/myPlans/test_wsgi.jmx) -

File Edit Search Run Options Tools Help

O 8 a B X Ol +

[* & TestPlan

View Results Tree.jmx x k

. New Folder Delete File | Rename File
View B
v & Thread Group o Jhome/student/Downloads/apache-jmeter-5.5/myPlans | ~
P 1 =
# HTTP Request Tl
Comm

2% HTTP Authorization Manager o = test_wsgi.jrnx "~
af View Results Tree Write Ny L

Filena

Search:

v v

Text |
| Selection: /nome/student/Downloads/apache-jmeter-5.5/myPlans

test_wsqgi.jmx

Filter:
S —

w

All Files B
e % CM/@OK -
2032 1z

LY
191 2022-09-30 11:29:05,681 INFO o.5.].5.FileSe r: Set new bas
192
<

15. From the Run menu, select Start to start the test (Or click at the start > button).

The test only takes a few seconds to complete since our test plan is a very simple one
and it only iterates 10 times.

To view the test result. Select the View Result Tree Node at the left-hand side column.
You will see ten HTTP Requests will be listed. Select any one of them to see the results
of that HTTP request. You can see the Load time and Latency (in milliseconds) of each
HTTP request.

test_wsgi.jmx (/home/student/Downloads/apache-jmeter-5.5/myPlans/test_wsgi.jmx) - Apache JMeter (5.5)

Eile Edit Search Run Options Tools Help
D& @bl L Dal+ = >/ > b @ 0|d d|ew %

[~ TestPlan

View Results Tree
~ o Thread Group

# HTTP Request
HTTP Authorization Manager Comments: View the load test result for test_wsgi
«f View Results Tree Write results to file / Read from file
v Filename Browse.. | Log/Display On|

Search: [[] Casesensitive [_] Regulsrexp. = Search Reset

Text [ [fSampler resul{}Request llesponse data
@ HTTP Request

@ HTTP Request
@ HTIP Request
@ HTTP Request
@ HTIP Request
@ HTIP Request
@ HTIP Request
@ HTIP Request
@ HTIP Request
@ HTIP Request

Name: View Results Tree

Raw | Parsed

[_] Scroll automatically?

16. You can click on the Request and Response data tabs to see the data being transmitted.
17. To view better reports, right-click Thread Group and select Add, Listener, Aggregate
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18.
19.
20.

21.

Report.
From the Run menu, select Clear All to clear the previous test results.
From the Run menu, select Start to run the test again.

Click on Aggregate Report to view the statistics of the HTTP requests. All times are
shown in the unit of milliseconds.

test_wsgijm:

he-j 5.5/myl _wsgi,jmy) - Apache JMeter (5.5) x

FEile Edit Search Run Options Tools Help

08 adli D

~ . TestPlan

Bl+ = “/>»pr ® |4 é|® 2]E B

00:0001 A0 010 @)

Aggregate Report
~ & Thread Group S B

/* HTTP Request
% HTTP Authorization Manager
. View Results Tree Wiite results to file / Read from file

.8 Aggregate Report Filename Browse.

Name Aggregate Report

Comments:

Log/Display Only: (] Errors (] Successes | Configure

Label Median 90% Line 95% Line 99% Line Min Maximum Error % Throughput | Received K...| Sent KB/sec

HTTP Requ... | 50 g 6 1 b Jic| i 15| 0.00%___ 39.4/min 0.3 0.10)
TOTAL | 50 il i g ki i G i 0.00% 39.4/min 035 0.10

#Samples | Average

Include group name in label? = Save Table Data [+ Save Table Header

The above sample is obtained after 5 runs of the test plan, thus, the results are based on
the total of 50 sample entries. The above Report shows the Average completion time for
each of the http requests is 8 milliseconds (ms). The minimum time is 4 ms, the
maximum time is 15 ms. 90% of the requests take no more than 12 ms to complete
while 99% of the requests take no more than 15 ms to complete.

To test with a heavier loading case. First clear all the existing result data. In the left hand
column, click on Thread Group and change the Number of Threads to “5000” to mimic
5000 users accessing your apache Web Server.

Clear all the previous results and repeat the Load Test and compare the results when 10
users were simulated.

test_wsgijmx (/h dent/D pache-jmeter-5.5/myPlans/test-wsgi,jmx) - Apache JMeter (5.5) x

File Edit Search Run Options Tools Help

Du._‘llﬂ‘nb

- & TestPlan

B+ = “|» b ® ©| 4 W | e 2|5 H 000015 A0 05000 @)

Aggregate Report
~ (&> Thread Group i P
/* HTTP Request
2% HTTP Authorization Manager

Name: Aggregate Report

Comments:

. View Results Tree Write results to file / Read from file

8 Aggregate Report Filename Browse.

Log/Display Only: Errors Successes  Configure

Label | #Sapples | Average Median | 90%Line | o5%Line | 99%Line Min | Maximum | Error% | Throughput |Received K...| Sent KB/sec
HTTP Requ... | 10000/ W g 24 7] 230] 3 529) 0.00%  129.3/sec 7L07| 20.07|
TOTAL I 10000] 5 8 pLi Lz 230 3 529 000%  129.3/sec 7107] 20.07|

Based on the above, 2 runs of the heavier loading test with 5000 simulated users each.
The average time is gone up to 17 ms and the maximum time is gone up to 529 ms. (ie.
0.529 seconds)

You can try this Load Test against the other pages of your Httpd server. Adjust the number
of server processes to view the different outcome.
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Note : this is just a simple test in our lab environment, so do not form any conclusions on
different web server performance just on this. However, load testing is an essential test you
need to carryout to ensure the quality and reliability of a web server (and the associated
application server). Sure it will help to troubleshoot a web application and impress your
lecturer / future clients with a sound load testing report for your school assignments or real
projects.

Additional Reference:

e 15 Tips On How to Use ‘Curl” Command in Linux - https://www.tecmint.com/linux-curl-
command-examples/

e How to install mod ssl on RHEL 8 / CentOS 8 with httpd Apache webserver -
https://linuxconfig.org/how-to-install-mod-ssl-on-redhat-8

e How to Install Apache mod wsgi Module on CentOS 8 - https://tecadmin.net/install-
apache-mod-wsgi-centos-8/

e Install Python On CentOS 8 - https://phoenixnap.com/kb/install-python-on-centos-8

End of Practical

AY2223 Page 51 of 51



https://www.tecmint.com/linux-curl-command-examples/
https://www.tecmint.com/linux-curl-command-examples/
https://linuxconfig.org/how-to-install-mod-ssl-on-redhat-8
https://tecadmin.net/install-apache-mod-wsgi-centos-8/
https://tecadmin.net/install-apache-mod-wsgi-centos-8/



